New User AlG Computer Setup

Congratulations Your New AIG Windows 10 Computer is Here!

This guide will walk you through setting up your new computer for the first time. It's important that
you follow the steps below in the order presented:

Step 1: Activating OKTA Verify Account
Step 2: Setting up OKTA Verify App on your Mobile Device
Step 3: Logging into Your New AIG Computer

Step 4: Install your Applications

Before you start, ensure the following is completed/available:

1. If you are at Home, ensure you have GlobalProtect VPN access. If you do not have it,
please call the Global Service Desk at 1-800-435-7547 for assistance.

2. If you are in the Office or your home Wi-Fi is unavailable, connect a network cable to
your computer or use a docking station (you cannot use AlG's MobileNet WiFi for the first
logon). If your laptop does not have a network port, you can use a Dell USB-C network

adapter included in the box you received. '——

3. You will need a computer and have access to a mobile device (Corporate / BYOMD /
Personal) with internet connection to set up Okta Verify.

If you have any issues with your new computer or need a helping hand with
the process, please call the Global Service Desk at 1-800-435-7547 and
press 8 when presented with Menu Options (please note: 8 is not
presented as a menu option).

Alternatively, you can use Chat Support.

AlG :



https://aig.com/chat
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Step 1. Activating OKTA Verify Account

Pre-requisite:

Before you begin this step, you will need to
have the following items handy; you should
have received emails from AIG with this
information:

1) Domain and LAN ID
2) Temporary LAN Password
3) AIG Email Address

[ 1. If not connected to the AIG network,

use a personal computer to access
https://aigtech.okta.com.

2. At the login screen, enter your AIG
email address and your temporary LAN

password provided to you via email.

Note: Please do not copy-paste the password from the
email (copying can cause spaces to be included in your
password).

3. Once prompted to change your
password, create a new password you will
remember. Next, re-enter your AIG email
and the new password.

4. Then, you will be prompted to register
and create an OKTA account. You will be
required to register your mobile device
and set a security question.

Error Message: If you received an error
message, go to Slide 9 to resolve the
issue.

AlG

FW: ACTION REQUIRED: Share LAN ID Inform...
OO |=

Wed 6:21 AM

Q) Follow up. Completed on Thursday, January 28, 2021.

ID Password (beloW)'with them after onboarding.
LAN ID Password:

They will be required to change their password the first timeg
Additional Support:

« Technical Support: Please contact the Global Service Desl
Service Portal or call the AIG Global Service Desk. For local
the Global Service Desk web page.

*Temporary LAN Password email sample**

AIG

Password


https://aigtech.okta.com/
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Step 2: Setting up OKTA Verify App on your Mobile Device

€« Cc @ aigtechoktacom O e P
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in your web browser. Next, click on
your name at the top right-hand wirkaby ,, g ®
corner of your browser and click on
Settings dropdown.
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03 2. Onthe next screen, scroll o the

Security Methods section and click
Okta Verify Set up.

Security methods help your account security when signing In to Okta and other applications

Okta Verify Setup

AlG AlG

E Set up security methods
1 3. It prompts to enter your password. #kH T
Enter your Password and select .
‘erify with your password Security methods help
Verify. On next screen click Setup for @ wymiPryoaig com

OKTA Verlfy . Password Set up required
e (?kta

-

—— 4. You will be presented with a barcode 2.c > imstructions 1o sdc
to scan using your Okta Verify App
installed on your mobile device. ;
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Step 2: Setting up OKTA Verify App on your Mobile Device

5. Download the Okta Verify App.

* For corporate-issued phones:
download from the AIG App Store.

* For personal devices: download
from the Apple App Store or
Android Play Store.

D 6. Open the Okta Verify app, follow the on-
screen prompts: Add Account.

D 7. Next select Organization, then select
Skip and click 'Yes ready to scan' to
scan the QR code.

D 8. Once the barcode scanning window
appears, hold your mobile device in front
of your computer screen to capture the
barcode generated earlier.

D 9. On next screen, Select Allow for Push
Notifications and select Not now for
Face ID confirmation.

0 10.you will see the confirmation on your
mobile device Account Added and click
Done. Then, you will notice the token
number changes on your mobile.

AlG

okta Verify

No accounts add

Okta Verify
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Allow Push Notifications?

Okta Verify

Do You Have Your QR Code?

Yes, Ready to Scan

No, Sign In Instead

Okta Verify

Add Account

Add Account from
Another Device?

Enable Face ID
Confirmation?

oktaverfy 4+ © =

Account Added

ely sign in to your organization's
apps.

Return to your organization's instructions to

Important: Keep thi
You'll

aigtech.okta.com
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Step 3: Logging into Your New AIG Computer (From an AIG Office)

Connect your new laptop to a docking
station or connect the power adapter
and network cable before powering it
on.

Press any key on the welcome
screen, and if the legal notice
appears, read and acknowledge it by
clicking OK.

Enter your AIG Username and
Password.

AlG

Logon Notice

Warning: These facilities are solely for the use of authorized employees or agents of
the Company, its subsidiaries and affiliates. Unauthorized use is prohibited and
subject to criminal and civil penalties. Individuals using this computer system are
subject to having all of their activities on this system monitored and recorded by

systems personnel.

Other user

Sign in to: R3-CORE
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Step 3: Logging into Your New AIG Computer (From Home)

L] 1. Connectthe power adapter and power Logon Notice
Warning: These facilities are solely for the use of authorized employees or agents of
On your neW Computer_ NeXt, press ch_Compan:v, i_ts s‘ub('1 ':al_iles an{li _af‘ﬁl'\ilatzs:._Léna:lthu_rizedhl_lse is prohibited and
. subject to criminal and civil penalties. Individuals using this computer system are
any key on the Welcome Screen’ and |f zyug:[;i;g::z:g;lloftheiractivit\'es on this system monitored and recorded by
the legal notice appears, read and
acknowledge it by clicking OK.

L1 2. Connect your computer to your home
Wi-Fi by clicking on the Internet icon
on the bottom right of your screen (if
you're connecting with a network
cable, jump to Step 4).

™ home Wi-Fi - z r;,yﬂ::(;ne Wi-Fi
[1 3. Click on your home Wi-Fi, select e
Connect automatically, then click ]
Connect. Next, enter your network Ll e T

Cancel

security key (password) and click : e
Next. '

1 4. Once connected, click the VPN icon.
Global Protect VPN connection will
start, this may take a few seconds.

[ 5. Once the Okta MFA window appears, LD s
enter your AIG email address and AG AIG
password, next click on Sign in. Next
GlobalProtect will then initiate the 2- Q

Okta Verify (SM-G5838)

factor authentication, click Send Push
= ]| —

to continue.

AlG
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Step 3: Logging into Your New AIG Computer (From Home)

D 6. Complete the 2-factor authentication
from your Okta Verify application by "
clicking on the notification or by Ol
opening the OKTA app, next tap on N Did You Just Try o Sign In?
'Yes, it’s me.' —— e

[ 7. Once the VPN is established click
Back, then enter your AIG username
and password to log in to your new
AlIG computer.

0 s Verify that the VPN is still connected to
the network: Click the updater arrow
on the bottom right of your screen; if
the GlobalProtect icon is blue, you are

connected; if the icon is , You are
not connected. To reconnect click on -
the , next ' s W 9 123 7 ) BPM

. 3/23/2021
click on Connect, then go back to

Step 5 (Page 6) if you need help
finalized the 2 factor-authentication.

GlobalProtect X
em1.gw.connect.aig.com

Your device is fully compliant with AIG remote

[ 9. wait for the VPN connection N o e et moh
confirmation.

17:02

o

D)
22/09/2023
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Step 4: Installing Applications

1. Click on the blue Window icon -on
the bottom left of your screen to open the g : '
Start menu, next click on Software e . i e
Center.

|2 Type here to search

2. When the software center launches, from
the Applications tab, click on the required
application and Install. If the Application
you require is not listed, please contact
the GSD (information for the GSD listed
on Slide 1.)

AlG
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Step 5: Restoring Settings from previous device

1. Click on the blue Window icon -on
the bottom left of your screen to open the
Start menu, next click on Software
Center.

Microsott Fga

2. When the software center launches, from
the Applications tab, search for [Migration
script]. Click on the app and then the
Install button

AIG User Data Migration Script Restore 1.0 - User Data Migration Restore Script

3. Once the Restore script opens, select the User Data Restore _ o x
computer you would like to restore the
data from and check the items you would E-[AGBPXDISTS0  (20240327)
. . i i [v] Google Chrome Book Marks (2023-12-21)
like to retore. (checking the computer will [¥] Mapped Drives (2024-03-27)
H - T NWPWGESASPYWOSD (2024.03.27)
SeIeCt a” |temS) ; [WlV: WPWGSASE “Maintenance (2024.03.27)
. £ [ Network Printers (2024-03-27)
4. Click the Restore button [ UK_Print  \\PWISASUNIFLWOO2\UK_Print  (2024.03.27)
< >
Restore Close
A

AlG
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Step 5: Restoring Settings from previous device

1. Click on the blue Window icon- on
the bottom left of your screen to open the
Start menu, next click on Software
Center.

Microsott Fga

2. When the software center launches, from
the Applications tab, search for [Migration
script Restore]. Click on the app and then
the Install button

AIG User Data Migration Script Restore 1.0 - User Data Migration Restore Script

3. Once the Restore script opens, if you [ User Dats Restore

- O *
have an available backup, select the
computer you would like to restore the E-[AGBPXDISTS0  (20240327)
. i [v] Google Chrome Book Marks (2023-12-21)
data from and check the items you would [ Mapped Drives (2024-03-27)
H H . W T WPWGSASPAOSD (2024.03.27)
like to retore. (checking the computer will LBV \\PWGSASE Watonance (20240327
select all items) =[] Netwark Printers (2024-03.27)
o ] UK_Print - \WPWISASUNIFLWOOZVUK Print  (2024.03.27)
4. Click the Restore button
< >
Restore Close
A

AlG
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Error Messages Resolution Steps

OKTA Account Creation Issue

[ If you receive this error message after

~ creating your OKTA account, please
proceed to access OKTA via their website:
https://aigtech.okta.com, and log in using
your AIG email address and your new
LAN password that was set earlier.

Once you are logged in, proceed with Slide 3, Step 2: Setting up OKTA Verify App on your
Mobile Device.

OKTA Bar Code Not Scanning
If the barcode does not scan, please follow the steps below to enroll your device manually.

Note: if the network connection is slow, you may get a blank screen, wait for few minutes, and the page will load

properly
o
] 1. Click on the Can’t scan? option located (o]
=  below the barcode, then select Email 0
me a setup link or Text me a Setup -
Link and then click Next. Check your emai

AlG AlG

all to mythili.priya@aig.com with ar

AlIG
0 AlG
C1 2. You will receive a link either via Email
me a setup Link in Inbox or Text me a ) 0
setup Link in your mobile. Click here to enroll Okta Verify :

Check your text messages

https://aigtech.okta.com/auth
Ipush/link/ft9fdzA5PClmyr
JLHJBVo3vKBJkBwSnZaA
lautva364q80rYSrCi357 4731876

okta Verify + @ -

3. ClICk the URL In your mObIle that WIII qig(ec.ll.:fkla.com
redirect to Okta Verify app and your - " 429 210

account gets added successfully.

AlG
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